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S6: 558/SGDDT-CTHSSV Ninh Binh, ngay 2/ thang 8 nam 2025

V/v tang cuong cong tac bao vé
bi mét nha nude trén khong gian mang

Kinh gtri: Cac don vi thudc, truc thudoc S¢ Gido duc va Pao tao

Pé ting cudng cong tac bao vé bi mat nha nuéc (BMNN) trén khong gian
mang, phong ngira nguy co 16, mat BMNN, So Gido duc va Pao tao (GDPT) yéu
cau cac don vi thudc, tryc thudc S¢ GDDT trién khai thue hién mot s6 ndi dung sau:

1. T6 chirc quén triét cac quy dinh ciia Pang, Nha nuéc vé bao dam an ninh
mang, an toan thong tin va bao v¢ BMNN trén khong gian mang nhu: Ludt An ninh
mang, Luat Biao vé BMNN, Nghi dinh s6 26/2020/ND-CP ngay 28/02/2020 cia
Chinh phii quy dinh chi tiét mot sé diéu cua Luat Bao vé BMNN, Nghi dinh sd
53/2022/ND-CP ngay 15/8/2022 ctia Chinh phti huéng din thi hanh mot s diéu
cua Luat An ninh mang, Nghi dinh s6 13/2023/ND-CP ngay 17/4/2023 ciaa Chinh
pht vé bao v¢ dit liéu ca nhan; cac Chi thi, Quyét dinh ctia Thu tuéng Chinh phu
nhu: Chi thi s6 02/CT-TTg ngay 04/7/2018 ctia Thu tuéng Chinh phii vé cong tac
bao vé BMNN trén khong gian mang, Chi thi s6 01/CT-TTg ngay 18/02/2021 cua
Thu tudéng Chinh phil vé ting cuong cong tac bao vé an ninh mang trong tinh hinh
hién nay va cac Quyét dinh vé ban hanh Danh muc BMNN trén céc linh vuec...

2. Thuc hién nghiém cac quy dinh vé soan thao, ban hanh, in sao, trao ddi,
phé bién, luu tri, quan ly, truyén nhan tai li¢u, van ban c¢6 ndéi dung BMNN trén
cac thiét bi dién tu, tin hoc va trén mang vién thong, cong nghé thong tin. Nghiém
cAm cac hanh vi sau day: (1) Soan thao, luu gitr tai liéu co chira ndi dung BMNN
trén may tinh hodc thiét bi khac di két ndi hodc dang két ndi vai mang Internet,
mang mady tinh, mang vién thong, trir trudng hop luu gitt BMNN theo quy dinh cta
phap luit vé co yéu; (2) Truyén dua BMNN trén phuong tién thong tin, vién thong
trai voi quy dinh ctia phéap luat vé co yéu; (3) Chuyén muc dich sir dung mady tinh,
thiét bi khac da dung dé soan thao, luu giir, trao d6i BMNN khi chua loai bé hoan
toan BMNN bang cac giai phap k¥ thuat; (4) St dung thiét bi c6 tinh ning thu, phat
tin hi€u, ghi am, ghi hinh trong hdi nghi, hdi thdo, cudéc hop c6 ndi dung BMNN
dudi moi hinh thirc khi chua duoc nguoi c¢6 tham quyén cho phép; (5) Pang tai,
phat tin BMNN trén phuong tién thong tin dai ching, mang Internet, mang may
tinh va mang vién thong.

3. Bé tri may tinh ddc lap dé soan thao, luu trir tai liéu co nodi dung BMNN;
khong st dung cac thiét bi nhu ban phim, chudt, may in, case may tinh co chic
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ning két nbi khong day (bluetooth, wifi) két ndi voi may tinh soan thao, luu trir tai
lidu c6 ndi dung BMNN; khong str dung thiét bj nhé ngoai USB, 6 cimg di dong va
cac thiét bi, phuong tién dién tir c6 kha nang luu trit dir liéu khac dé sao chép dir
ligu gitra cac may tinh soan thao ndi dung BMNN véi may tinh hodc thiét bi,
phuong tién dién tir co két ndi Internet. D6i v6i may tinh, thiét bi dién tir dung dé
soan thao, luu trir tai liéu BMNN, trudc khi dua vao st dung, can kiém tra an ninh,
an toan thong tin theo quy dinh.

4. Cac don vi truc thugc S6 GDDT

- Ra soat, cap nhat, stra ddi, ban hanh noi quy, quy dinh vé cong tac bao dam
an ninh mang, an toan thong tin va bao vé BMNN trén khong gian mang phu hop
v6i chlrc nang, nhiém vy, co cAu to chtrc cta don vi, trong do thé hién rd mot sb noi
dung quy dinh d6i véi: (1) Quan 1y, st dung tai khoan dién tir, thu dién tir dugc
cap, khi can b nghi, chuyén cong tac phai thu hoi ngay tai khoan khong con st
dung; (2) Quan ly, st dung thiét bi dién tir, thiét bi nhd USB, 6 climg gan ngoai,
may tinh soan thdo, luu trir tai ligu BMNN; (3) Quan ly, st dung thiét bi dién tu,
may tinh két ndi Internet; (4) Ché tai xtr Iy khi vi pham...

- Thudng xuyén ra soat, kién toan, bd tri can bo lam cong tic bao vé BMNN
c6 du pham chat chinh tri, dao dirc, ning luc; dau tu co so vat chat, trang thiét bi,
phuong tién bdo mat phuc vu cong tac bao vé BMNN; dinh ky td churc kiém tra,
huéng din, don ddc, chan chinh kip thoi nhitng so hd, thiéu sot ¢ thé dan dén mat
an ninh mang, an toan thong tin, 19, mat BMNN trén khong gian mang; gfm trach
nhiém cuda nguodi ding dau khi dé xay ra mét an ninh mang, an toan thong tin, 10,
mét BMNN.

5. Khi ¢6 dau hiéu mat an ninh mang, an toan thong tin, 10 BMNN trén
khong gian mang, dé nghi cac don vi kip thoi bao cao S6 GDPT (qua phong Cong
tac hoc sinh, sinh vién) dé phéi hop xac minh, xir 1y theo quy dinh./.

Noi nhén: KT. GIAM POC
- Nhu kinh giri; PHO GIAM POC
- Lanh dao So;

- Luu: VT, CTHSSV.

Nguyén Viin Thuén
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